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Lab 2: Vulnerability Scanner 

Task 1: Nessus Essentials Setup 

No deliverable for this task. 

 

Task 2: Unauthenticated Scan 

 



Kayla Hodge 
CTI4001-O | C202512-02 

Network Security and Software 
Lab 2: Vulnerability Scanner 

November 28, 2025 
 

 

 



Kayla Hodge 
CTI4001-O | C202512-02 

Network Security and Software 
Lab 2: Vulnerability Scanner 

November 28, 2025 
 

 

  



Kayla Hodge 
CTI4001-O | C202512-02 

Network Security and Software 
Lab 2: Vulnerability Scanner 

November 28, 2025 
 

Task 3: Authenticated Scan 
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Lab 2 Write Up 

Was there a difference in the results between the unauthenticated and authenticated 
scans on your Windows 10 VM? 

Yes, there was a noticeable difference between the unauthenticated and authenticated 
scans on the Windows 10 VM. The unauthenticated scan identified several vulnerabilities, 
but the results were limited because Nessus could only see what was externally exposed or 
discoverable without credentials. Once the authenticated scan was run, Nessus gained 
deeper access into the system and was able to pull far more detailed information. This 
included additional Windows-specific findings, missing patches, misconfigurations, and 
services that aren’t visible from the outside. Overall, the authenticated scan produced a 
more complete and accurate picture of the system’s security posture. 

Why might there be a difference between the two scans? 

The difference exists because authenticated and unauthenticated scans operate at two 
completely different levels of visibility. An unauthenticated scan analyzes the system from 
the perspective of an outsider with no login access, so it can only detect surface-level 
weaknesses, such as open ports, banner information, and publicly accessible 
vulnerabilities. Authenticated scans, however, use valid system credentials to log in and 
inspect the host from the inside. This lets Nessus check installed software versions, patch 
levels, configuration settings, registry keys, and local security policies. Because of this 
deeper access, authenticated scans consistently reveal more vulnerabilities and provide 
far more reliable results for remediation planning. 

 


