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Lab 6: 
Validation Scanning with Nessus 

 

Initial Scan Results 
The initial Nessus scan of the Windows 7 system identified 66 findings, including 2 critical, 
5 high, 10 medium, 2 low, and 47 informational vulnerabilities. 

 
Critical High Medium Low Informational 

Count 2 5 10 2 47 

 

 

Nessus scan before the firewall. 
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Any difference in the scan and the scan results? If so, explain. 
Yes. After enabling Windows Firewall on Windows 7, the number of detected vulnerabilities 
decreased significantly. The initial scan identified 66 findings, including critical, high, 
medium, low, and informational vulnerabilities. After enabling the firewall, Nessus reported 
only 3 informational findings. 

Enabling Windows Firewall blocked many of the ports and services that Nessus used to 
identify vulnerabilities on the system. As a result, the scanner could no longer access many 
of the previously exposed services. This significantly reduced the attack surface and 
prevented Nessus from detecting many of the vulnerabilities identified during the initial 
scan. 

 

Scan 2 for Windows 7. 
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Are the SMB vulnerabilities still present after the scan? 
No. The SMB-related vulnerabilities were no longer detected after Windows Firewall was 
enabled. The second Nessus scan reported only three informational findings and no 
critical, high, medium, or low vulnerabilities. After creating the firewall rule to block SMB 
ports 445 and 139 and running a third scan, the results were unchanged, with only three 
informational findings. This indicates that enabling Windows Firewall had already 
prevented Nessus from detecting the SMB vulnerabilities before the SMB-specific rule was 
added. 

 

Firewall is activated in Windows 7. 
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A firewall rule was created. 
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What other ports could you block to remediate the vulnerability findings 
from the Nessus scan? 
No additional ports were identified from the remaining Nessus findings after Windows 
Firewall was enabled and SMB ports 445 and 139 were blocked. The final scan reported 
only three informational findings categorized as Misc., General, and Settings. All remaining 
findings listed the port as N/A, indicating that no specific network service or port was 
associated with the findings. Because no additional vulnerable ports were identified, no 
further firewall rules were created, and no additional validation scans were required. 

 

All remaining scan results list N/A under the port. 

 


