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Issues That Need to Be Addressed at Luigi’s 
 

1. Unauthorized Personal Device Access 

Luigi’s allowed an employee to bring a personal laptop into the facility and connect it to the corporate 

wireless network. The device was not owned, configured, monitored, or managed by Luigi’s. 

 

2. Missing or Unenforced BYOD Requirements 

Luigi’s did not appear to have an effectively enforced bring-your-own-device policy. Personal devices 

should have required approval, registration, security verification, and restricted network access before 

connecting. 

 

3. Lack of Device Security Verification 

The personal laptop was not checked for malware, current security software, secure configuration, or 

operating-system updates before receiving network access. The laptop was already infected with PSL 

malware. 

 

4. Inadequate Asset Inventory and Discovery 

Luigi’s did not immediately identify the laptop as an unauthorized asset after it connected. DHCP 

records, network-discovery tools, and the enterprise asset inventory should have been used to 

recognize and quarantine the unknown device. 

 

5. Weak Wireless Authentication and Authorization 

The wireless access point allowed an unmanaged personal laptop to connect without strong enterprise 

authentication. Luigi’s did not verify an approved user or device identity before granting corporate 

network access. 

 

6. Insufficient Network Segmentation 

The personal laptop was placed on a network that allowed it to reach internal corporate systems. 

Personal and guest devices should have been isolated from employee systems, servers, and sensitive-

data environments. 

 

7. Excessively Permissive DHCP and Network Access 

The core DHCP service automatically issued the personal laptop a corporate IP address. Receiving an 

IP address effectively provided the device with more internal access than an unknown and unmanaged 

system should have received. 
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8. Successful Malware Command-and-Control Communication 

The PSL malware was able to connect to an external command-and-control server. Luigi’s outbound 

security controls did not prevent the attacker from remotely controlling the compromised laptop. 

 

9. Outdated Malicious-Destination Information 

The NOC used a list of known malicious destinations that was four months out of date. This reduced 

the likelihood that newly identified or recently created malicious infrastructure would be blocked or 

recognized. 

 

10. Insufficient Detection of Internal Scanning 

The threat actor commanded the laptop to scan Luigi’s internal network for available services. The 

scanning activity was not prevented, immediately detected, or escalated as a security incident. 

 

11. Exposed FTP Service 

An internal FTP service was accessible from the employee wireless network. Sensitive servers and 

services should not have been directly reachable from unmanaged or lower-trust devices. 

 

12. Anonymous FTP Access 

The FTP server permitted anonymous access without requiring an approved username, password, 

device, or business purpose. The attacker was therefore able to log in without compromising a 

legitimate employee account. 

 

13. Unnecessary or Insecure Network Service 

The FTP service may not have been necessary for current business operations. If it was necessary, 

Luigi’s should have replaced it with a secure, authenticated, and properly restricted file-transfer 

method. 

 

14. Weak Server Firewall Restrictions 

The FTP server did not have firewall rules that restricted access to approved devices, applications, 

users, or network segments. A connection was accepted simply because the compromised laptop was 

located on the internal network. 

 

15. Inadequate Data Inventory and Classification 

Luigi’s stored patents, proprietary drawings, price quotes, parts lists, and legal documents without 

sufficient evidence that the information had been inventoried and classified. These records should 

have been identified as confidential or restricted. 
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16. Excessive Access to Sensitive Information 

Sensitive files were stored in directories that could be accessed anonymously. Access should have 

been restricted to approved users with a legitimate need to know. 

 

17. Lack of Sensitivity-Based Data Segmentation 

High-value proprietary and legal records were stored on a server reachable from a general wireless 

network. Sensitive information should have been separated from lower-trust users, devices, and 

systems. 

 

18. Unrestricted Encrypted Outbound Traffic 

The attacker transferred a large amount of data through an encrypted outbound VPN connection. 

Luigi’s did not sufficiently restrict or alert on unauthorized VPN connections from employee or 

personal-device network segments. 

 

19. Inadequate Log Correlation and Security Monitoring 

The NOC identified the source, destination, and volume of the encrypted traffic but did not have 

enough correlated information to understand the complete attack. DHCP, DNS, FTP, endpoint, 

firewall, and network-flow data should have been reviewed together. 

 

20. Failure to Immediately Contain Suspicious Activity 

The NOC observed a large, encrypted data transfer but did not immediately isolate the source device, 

block the destination, or restrict the FTP server. Instead, the event was handled through a routine 

desktop-support ticket. 

 

21. Delayed Employee Reporting 

The employee noticed that the laptop was slow and behaving abnormally but did not report the problem 

before leaving. The device remained powered on and connected throughout the three-day weekend. 

 

22. Weak After-Hours Incident Escalation 

Luigi’s lacked an effective process for escalating suspicious weekend activity to security personnel 

and decision-makers. The response was delayed until the employee and desktop technician returned 

on Tuesday. 

 

23. Incomplete Incident-Response Procedures 

The case does not show a coordinated response involving immediate containment, evidence 

preservation, data-owner notification, legal review, eradication, and recovery. The response primarily 

focused on locating and confiscating the laptop. 
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24. Premature Ticket Closure and Insufficient Post-Incident Review 

The ticket was closed after the laptop was confiscated even though the broader incident still required 

investigation. Luigi’s needed to determine which files were stolen, whether other systems were 

compromised, and which corrective actions were necessary. 

 

 

CIS Controls That Could Have Helped Prevent the Attack 
 

1. CIS Control 1: Inventory and Control of Enterprise Assets 

2. CIS Control 3: Data Protection 

3. CIS Control 4: Secure Configuration of Enterprise Assets and Software 

4. CIS Control 6: Access Control Management 

5. CIS Control 7: Continuous Vulnerability Management 

6. CIS Control 8: Audit Log Management 

7. CIS Control 9: Email and Web Browser Protections 

8. CIS Control 10: Malware Defenses 

9. CIS Control 12: Network Infrastructure Management 

10. CIS Control 13: Network Monitoring and Defense 

11. CIS Control 14: Security Awareness and Skills Training 

12. CIS Control 17: Incident Response Management 

 

CIS Control 1: Inventory and Control of Enterprise Assets 

CIS Control 1 is important because Luigi’s allowed an unknown personal laptop to receive an internal 

IP address and access corporate resources. An accurate asset inventory would have identified the 

laptop as personally owned, unmanaged, and unauthorized. Asset-discovery and quarantine 

procedures could have removed or isolated the device shortly after it connected. This Control would 

have prevented the attacker from freely using an unknown endpoint as an internal attack platform. 

 

CIS Control 3: Data Protection 

CIS Control 3 is important because the FTP server contained patents, proprietary drawings, legal 

records, price quotes, and parts lists. These files should have been inventoried, classified, and protected 

according to their sensitivity and business value. Access controls and sensitivity-based segmentation 

would have limited the amount of information available through the FTP server. This Control would 

have reduced both the probability and potential impact of the data theft. 
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CIS Control 4: Secure Configuration of Enterprise Assets and Software 

CIS Control 4 is important because insecure configurations gave the attacker an easy method of 

accessing sensitive information. Anonymous FTP access, an exposed network service, and permissive 

server firewall rules created a direct path to the files. Secure configuration standards would have 

required Luigi’s to disable anonymous access, remove unnecessary services, and restrict server 

connections. This Control would have eliminated or significantly reduced the FTP server’s exposure. 

 

CIS Control 6: Access Control Management 

CIS Control 6 is important because the FTP server allowed access without verifying the requester’s 

identity, device, role, or business need. Anonymous access prevented Luigi’s from enforcing 

accountability or determining whether a user was authorized to view the files. A documented access-

granting process and centralized authentication would have required approved enterprise credentials. 

This Control would have prevented the attacker from accessing sensitive directories without a 

legitimate account. 

 

CIS Control 7: Continuous Vulnerability Management 

CIS Control 7 is important because vulnerability scanning could have identified the accessible FTP 

service and anonymous login configuration before the attacker discovered them. Luigi’s needed a 

formal process for identifying, prioritizing, assigning, and correcting weaknesses in internal systems. 

Authenticated and unauthenticated scans would have shown what ordinary network devices and 

administrators could access. This Control would have allowed Luigi’s to remediate the exposure 

before it was exploited. 

 

CIS Control 8: Audit Log Management 

CIS Control 8 is important because Luigi’s possessed some network information but lacked enough 

correlated evidence to understand the incident quickly. Logs from DHCP, DNS, the FTP server, 

firewalls, network devices, and security tools could have shown the complete attack sequence. 

Centralized collection and review would have connected the new device, internal scanning, FTP 

activity, and outbound transfer. This Control would have improved detection, investigation, 

attribution, and incident-response decisions. 

 

CIS Control 9: Email and Web Browser Protections 

CIS Control 9 is important because it includes DNS and network-based URL filtering that could have 

interrupted the malware’s command-and-control connection. Luigi’s relied on a malicious-destination 

list that had not been updated for four months. Current domain and URL filtering would have provided 

broader protection than a manually maintained list. This Control could have blocked the external 

connection before the attacker instructed the laptop to scan Luigi’s network. 
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CIS Control 10: Malware Defenses 

CIS Control 10 is important because PSL malware provided the attacker with remote control of the 

personal laptop. Managed and automatically updated anti-malware software could have identified the 

known PSL signature before or shortly after the device connected. Behavior-based protection could 

also have detected command-and-control activity, network scanning, or unusual file compression. This 

Control would have directly addressed the malicious software responsible for initiating the attack. 

 

CIS Control 12: Network Infrastructure Management 

CIS Control 12 is important because Luigi’s network treated an unmanaged personal laptop as though 

it were a trusted corporate device. The laptop received an internal address and was able to 

communicate with systems containing sensitive information. Secure network architecture and 

centralized network authentication would have separated unknown devices from trusted users and 

servers. This Control would have reduced the laptop’s ability to move from wireless access to sensitive 

internal resources. 

 

CIS Control 13: Network Monitoring and Defense 

CIS Control 13 is important because Luigi’s detected unusual traffic but failed to interpret and contain 

it effectively. Network intrusion detection, centralized security alerts, traffic filtering, and flow 

monitoring could have identified internal scanning and the large outbound transfer. These technologies 

can provide useful evidence even when the contents of a connection are encrypted. This Control would 

have helped Luigi’s recognize the activity as a security incident and isolate the device sooner. 

 

CIS Control 14: Security Awareness and Skills Training 

CIS Control 14 is important because employee behavior and responder decisions increased the length 

and severity of the incident. The employee noticed abnormal performance but left the laptop powered 

on and connected throughout the holiday weekend. The NOC and help desk also failed to immediately 

treat the suspicious encrypted transfer as a serious security event. This Control would have improved 

employee reporting and the technical decision-making of personnel with security responsibilities. 

 

CIS Control 17: Incident Response Management 

CIS Control 17 is important because Luigi’s observed suspicious activity but did not respond with 

sufficient urgency or coordination. The NOC created a routine desktop-services ticket instead of 

isolating the source device, blocking the destination, and protecting the FTP server. A documented 

incident-response process would have established authority, escalation paths, communication 

methods, and after-hours responsibilities. This Control would have reduced the time the attacker 

remained active and improved the organization’s investigation and recovery. 
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Safeguards That Should Have Been Implemented 

1. CIS Control 1: Inventory and Control of Enterprise Assets 

• Safeguard 1.1: Establish and Maintain Detailed Enterprise Asset Inventory 

• Safeguard 1.2: Address Unauthorized Assets 

• Safeguard 1.3: Utilize an Active Discovery Tool 

• Safeguard 1.4: Use Dynamic Host Configuration Protocol Logging to Update Enterprise Asset 

Inventory 

 

2. CIS Control 3: Data Protection 

• Safeguard 3.1: Establish and Maintain a Data Management Process 

• Safeguard 3.2: Establish and Maintain a Data Inventory 

• Safeguard 3.3: Configure Data Access Control Lists 

• Safeguard 3.7: Establish and Maintain a Data Classification Scheme 

• Safeguard 3.12: Segment Data Processing and Storage Based on Sensitivity 

 

3. CIS Control 4: Secure Configuration of Enterprise Assets and Software 

• Safeguard 4.1: Establish and Maintain a Secure Configuration Process 

• Safeguard 4.2: Establish and Maintain a Secure Configuration Process for Network Infrastructure 

• Safeguard 4.4: Implement and Manage a Firewall on Servers 

• Safeguard 4.8: Uninstall or Disable Unnecessary Services on Enterprise Assets and Software 

 

4. CIS Control 6: Access Control Management 

• Safeguard 6.1: Establish an Access Granting Process 

• Safeguard 6.7: Centralize Access Control 

 

5. CIS Control 7: Continuous Vulnerability Management 

• Safeguard 7.1: Establish and Maintain a Vulnerability Management Process 

• Safeguard 7.2: Establish and Maintain a Remediation Process 

• Safeguard 7.5: Perform Automated Vulnerability Scans of Internal Enterprise Assets 

• Safeguard 7.7: Remediate Detected Vulnerabilities 

 

6. CIS Control 8: Audit Log Management 

• Safeguard 8.1: Establish and Maintain an Audit Log Management Process 

• Safeguard 8.2: Collect Audit Logs 

• Safeguard 8.6: Collect DNS Query Audit Logs 

• Safeguard 8.7: Collect URL Request Audit Logs 
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• Safeguard 8.9: Centralize Audit Logs 

• Safeguard 8.11: Conduct Audit Log Reviews 

 

7. CIS Control 9: Email and Web Browser Protections 

• Safeguard 9.2: Use DNS Filtering Services 

• Safeguard 9.3: Maintain and Enforce Network-Based URL Filters 

 

8. CIS Control 10: Malware Defenses 

• Safeguard 10.1: Deploy and Maintain Anti-Malware Software 

• Safeguard 10.2: Configure Automatic Anti-Malware Signature Updates 

• Safeguard 10.6: Centrally Manage Anti-Malware Software 

• Safeguard 10.7: Use Behavior-Based Anti-Malware Software 

 

9. CIS Control 12: Network Infrastructure Management 

• Safeguard 12.2: Establish and Maintain a Secure Network Architecture 

• Safeguard 12.5: Centralize Network Authentication, Authorization, and Auditing 

• Safeguard 12.6: Use Secure Network Management and Communication Protocols 

 

10. CIS Control 13: Network Monitoring and Defense 

• Safeguard 13.1: Centralize Security Event Alerting 

• Safeguard 13.3: Deploy a Network Intrusion Detection Solution 

• Safeguard 13.4: Perform Traffic Filtering Between Network Segments 

• Safeguard 13.6: Collect Network Traffic Flow Logs 

 

11. CIS Control 14: Security Awareness and Skills Training 

• Safeguard 14.1: Establish and Maintain a Security Awareness Program 

• Safeguard 14.6: Train Workforce Members on Recognizing and Reporting Security Incidents 

• Safeguard 14.9: Conduct Role-Specific Security Awareness and Skills Training 

 

12. CIS Control 17: Incident Response Management 

• Safeguard 17.1: Designate Personnel to Manage Incident Handling 

• Safeguard 17.3: Establish and Maintain an Enterprise Process for Reporting Incidents 

• Safeguard 17.4: Establish and Maintain an Incident Response Process 

• Safeguard 17.5: Assign Key Roles and Responsibilities 

• Safeguard 17.6: Define Mechanisms for Communicating During Incident Response 

• Safeguard 17.7: Conduct Routine Incident Response Exercises 

• Safeguard 17.8: Conduct Post-Incident Reviews 
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CIS Control 1: Inventory and Control of Enterprise Assets 

• Safeguard 1.1: Establish and Maintain Detailed Enterprise Asset Inventory 

Luigi’s should maintain a current inventory of corporate, personal, portable, network, and server 

assets, including each asset’s owner, department, network address, hardware address, and 

approval status. This Safeguard is important because Luigi’s did not immediately know that the 

laptop was a personal and unmanaged device. Support personnel could compare new network 

connections against the inventory and quickly recognize devices that did not belong. This 

visibility would have helped Luigi’s isolate the laptop before it was used to attack internal 

systems. 

• Safeguard 1.2: Address Unauthorized Assets 

Luigi’s should establish a process to remove, deny, or quarantine devices that are not authorized 

to use the corporate network. This Safeguard is important because merely identifying an 

unauthorized device does not eliminate the risk it creates. Quarantine could provide limited access 

for registration or security inspection without exposing internal servers and sensitive information. 

Applying this process to the employee’s laptop would have interrupted the attack before the 

internal network scan occurred. 

• Safeguard 1.3: Utilize an Active Discovery Tool 

Luigi’s should use an active discovery tool to identify devices connected to the network on a daily 

or more frequent basis. This Safeguard is important because the tool could have detected the 

personal laptop shortly after it joined the network. An alert for a new or unknown device could 

then be compared with Luigi’s approved asset inventory. This process would have significantly 

shortened the amount of time the infected laptop remained connected and unidentified. 

• Safeguard 1.4: Use Dynamic Host Configuration Protocol Logging to Update Enterprise Asset 

Inventory 

Luigi’s should use DHCP or IP-address-management records to associate assigned addresses with 

known devices and update its asset inventory. This Safeguard is important because Luigi’s DHCP 

server assigned the personal laptop an internal corporate IP address. Comparing DHCP records 

with the approved inventory would have shown that the laptop was not a recognized corporate 

asset. The records would also have provided the NOC with useful device and connection 

information when investigating the suspicious weekend traffic. 
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CIS Control 3: Data Protection 

• Safeguard 3.1: Establish and Maintain a Data Management Process 

Luigi’s should establish requirements covering data ownership, sensitivity, handling, retention, 

access, and secure disposal. This Safeguard is important because Luigi’s lacked visible 

governance over the high-value information stored on the FTP server. Patents, proprietary 

drawings, legal records, pricing information, and parts lists would receive protection based on 

their sensitivity and business value. A documented data management process would make storing 

this information on an anonymously accessible FTP server clearly unacceptable. 

• Safeguard 3.2: Establish and Maintain a Data Inventory 

Luigi’s should identify sensitive information and document where it is stored, processed, and 

transmitted. This Safeguard is important because Luigi’s must know what sensitive information 

it possesses and which systems contain it. A data inventory would have identified the FTP server 

as a repository containing intellectual property and legal records requiring greater protection. 

• Safeguard 3.3: Configure Data Access Control Lists 

Luigi’s should restrict file, application, and database permissions according to each user’s 

legitimate need to know. This Safeguard is important because the FTP server allowed an 

anonymous user to read and copy sensitive directories. Proper access control lists would limit 

each file and folder to specifically authorized users or groups. An infected personal laptop would 

not receive access merely because it was connected to Luigi’s internal network. 

• Safeguard 3.7: Establish and Maintain a Data Classification Scheme 

Luigi’s should classify information using categories such as public, internal, confidential, and 

restricted. This Safeguard is important because the company’s information did not appear to be 

protected according to its sensitivity. Patents, proprietary drawings, pricing records, and legal 

documents should have been classified as confidential or restricted. Those classifications would 

require stronger storage, access, monitoring, transmission, and approval controls than ordinary 

internal information. 

• Safeguard 3.12: Segment Data Processing and Storage Based on Sensitivity 

Luigi’s should separate sensitive information and supporting systems from lower-trust users, 

devices, and network segments. This Safeguard is important because the personal wireless laptop 

could directly reach the server containing sensitive information. Firewall and routing policies 

should allow connections to restricted data only from approved systems with a documented 

business requirement. This segmentation would have prevented or significantly limited the 

attacker’s access to the FTP server. 
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CIS Control 4: Secure Configuration of Enterprise Assets and Software 

• Safeguard 4.1: Establish and Maintain a Secure Configuration Process 

Luigi’s should document approved security configurations for servers, operating systems, 

applications, and end-user devices. This Safeguard is important because the organization lacked 

an effective baseline preventing insecure server and endpoint configurations. The standard could 

prohibit anonymous services, require security software, restrict unnecessary ports, and define 

logging requirements. Comparing systems with the approved baseline would have exposed 

several of the weaknesses involved in the attack. 

• Safeguard 4.2: Establish and Maintain a Secure Configuration Process for Network 

Infrastructure 

Luigi’s should establish approved configurations for access points, routers, switches, DHCP 

services, firewalls, and other network infrastructure. This Safeguard is important because the 

network allowed an unmanaged laptop to obtain an address and reach internal services. The 

standard should establish secure wireless settings and rules separating guest or personal devices 

from trusted corporate systems. Applying these requirements would have reduced the infected 

laptop’s ability to access Luigi’s internal network. 

• Safeguard 4.4: Implement and Manage a Firewall on Servers 

Luigi’s should use host-based or virtual firewalls to limit server connections to approved sources, 

ports, applications, and network segments. This Safeguard is important because the FTP server 

accepted a connection from an untrusted device on the wireless network. The FTP service could 

remain unreachable to ordinary employee and personal devices even if its port were active. Proper 

server firewall restrictions would have blocked the compromised laptop from reaching the 

sensitive repository. 

• Safeguard 4.8: Uninstall or Disable Unnecessary Services on Enterprise Assets and Software 

Luigi’s should disable FTP if it does not support a current and documented business need. This 

Safeguard is important because the attack depended on an accessible FTP service that permitted 

anonymous access. When file transfer is necessary, the company should replace FTP with a secure 

alternative requiring authentication and encrypted communication. Removing or replacing the 

service would eliminate the specific access path used to steal the information. 
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CIS Control 6: Access Control Management 

• Safeguard 6.1: Establish an Access Granting Process 

Luigi’s should require documented authorization before granting access to enterprise systems or 

sensitive information. This Safeguard is important because no formal authorization occurred 

before the attacker accessed the FTP server. The process should record the user’s identity, role, 

requested permissions, business need, and approval from the appropriate manager or data owner. 

Anonymous access would not satisfy these requirements and therefore would not be permitted. 

• Safeguard 6.7: Centralize Access Control 

Luigi’s should use an enterprise directory or single sign-on provider to control access to supported 

systems and applications. This Safeguard is important because a separately configured 

anonymous service can bypass the company’s normal identity-management controls. Users could 

be authenticated, assigned to approved groups, disabled when necessary, and associated with 

audit records. Centralized access control would prevent the FTP service from granting sensitive 

access to an unidentified attacker. 

 

CIS Control 7: Continuous Vulnerability Management 

• Safeguard 7.1: Establish and Maintain a Vulnerability Management Process 

Luigi’s should document how vulnerabilities and insecure configurations are identified, 

evaluated, prioritized, assigned, monitored, and reported. This Safeguard is important because the 

company needed a recurring method for identifying insecure systems before attackers discovered 

them. Anonymous FTP access and excessive network exposure would be documented as 

weaknesses requiring corrective action. A formal process would prevent these findings from 

being overlooked or handled inconsistently. 

• Safeguard 7.2: Establish and Maintain a Remediation Process 

Luigi’s should establish risk-based deadlines, responsible personnel, escalation procedures, and 

evidence requirements for correcting identified security weaknesses. This Safeguard is important 

because discovering a weakness does not provide protection unless it is corrected. The FTP owner 

would have to disable anonymous access, restrict the service, replace it, or document an approved 

exception. This process would increase the likelihood that the exposure was corrected before an 

attacker could exploit it. 

• Safeguard 7.5: Perform Automated Vulnerability Scans of Internal Enterprise Assets 

Luigi’s should conduct recurring authenticated and unauthenticated vulnerability scans against its 

internal systems. This Safeguard is important because an internal scan could have discovered the 
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same FTP service found by the attacker. An unauthenticated scan would show what an ordinary 

device could access, while an authenticated scan could evaluate the server’s software and 

configuration in greater detail. Conducting these scans regularly would have allowed Luigi’s to 

identify and correct the problem first. 

• Safeguard 7.7: Remediate Detected Vulnerabilities 

Luigi’s should correct detected vulnerabilities and verify that each corrective action was 

successful. This Safeguard is important because identified technical weaknesses must be 

addressed rather than simply recorded in a report. Administrators should disable anonymous FTP, 

remove unnecessary services, restrict server access, and update affected software when 

appropriate. A follow-up scan or configuration review would confirm that the exposure had 

actually been eliminated. 

 

CIS Control 8: Audit Log Management 

• Safeguard 8.1: Establish and Maintain an Audit Log Management Process 

Luigi’s should define which logs must be collected, protected, retained, reviewed, and 

investigated. This Safeguard is important because consistent logging requirements are needed 

across DHCP, wireless, firewall, DNS, FTP, endpoint, server, and outbound-connection systems. 

The process should establish retention periods, access restrictions, review frequency, and 

responsibility for investigating anomalies. These requirements would provide analysts with more 

complete evidence when suspicious activity occurred. 

• Safeguard 8.2: Collect Audit Logs 

Luigi’s should enable logging across relevant enterprise systems, applications, servers, security 

tools, and network infrastructure. This Safeguard is important because the attack crossed several 

devices and services that should have generated useful records. The logs could show the laptop 

receiving an address, scanning systems, accessing FTP directories, and communicating with an 

external server. Collecting this information would support faster detection, accurate incident 

scoping, and reliable forensic conclusions. 

• Safeguard 8.6: Collect DNS Query Audit Logs 

Luigi’s should collect DNS query logs to identify suspicious external domains contacted by 

internal devices. This Safeguard is important because the infected laptop may have used DNS to 

locate its command-and-control server. The logs could reveal repeated queries to an unusual 

domain even though the later network communication was encrypted. This evidence would help 

detect the malware even though the destination was absent from Luigi’s outdated malicious-site 

list. 
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• Safeguard 8.7: Collect URL Request Audit Logs 

Luigi’s should record web, proxy, and URL requests where technically supported. This Safeguard 

is important because these records can provide additional information about external destinations 

contacted by enterprise devices. The logs may show unusual request paths, repeated connections, 

or patterns associated with automated malware activity. When combined with DHCP and DNS 

records, they could attribute the suspicious traffic to the employee’s personal laptop. 

• Safeguard 8.9: Centralize Audit Logs 

Luigi’s should send relevant logs to a central platform where activity from different systems can 

be correlated. This Safeguard is important because the attack involved wireless access, DHCP, an 

endpoint, an FTP server, DNS, and the internet boundary. A single timeline could show that a 

new device connected shortly before internal scanning and a large outbound transfer. This 

correlation would make the seriousness of the event easier for the NOC to recognize. 

• Safeguard 8.11: Conduct Audit Log Reviews 

Luigi’s should regularly review audit logs and investigate anomalies, suspicious events, and 

indicators of compromise. This Safeguard is important because collected logs provide limited 

value when personnel do not actively review or alert on them. Reviews should identify unusual 

transfer volumes, unknown destinations, anonymous server access, internal scans, and newly 

connected devices. The weekend transfer should have triggered an immediate security 

investigation rather than a routine desktop-services ticket. 

 

CIS Control 9: Email and Web Browser Protections 

• Safeguard 9.2: Use DNS Filtering Services 

Luigi’s should use DNS filtering across enterprise network connections to block access to known 

malicious domains. This Safeguard is important because the PSL malware needed to contact an 

external command-and-control server before receiving instructions. The filtering should apply 

even when the requesting device is not centrally managed by Luigi’s. Blocking the command-

and-control domain could have stopped the attacker before the internal scan and data theft 

occurred. 

• Safeguard 9.3: Maintain and Enforce Network-Based URL Filters 

Luigi’s should continuously update and enforce reputation-based, category-based, and block-list 

URL filtering. This Safeguard is important because the company’s malicious-destination list was 

four months out of date. Network-based filtering can also restrict access to unapproved VPN, 

proxy, file-sharing, and recently created destinations. This protection would have made it more 

difficult for the attacker to maintain control and transfer information outside the organization. 
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CIS Control 10: Malware Defenses 

• Safeguard 10.1: Deploy and Maintain Anti-Malware Software 

Luigi’s should require anti-malware protection on every device authorized to access corporate 

resources. This Safeguard is important because the personal laptop did not contain the company’s 

standard security software. The later boot-time scan found the PSL signature, showing that 

security software could identify the infection. Requiring anti-malware protection could have 

detected the malware or caused the laptop to be denied network access. 

• Safeguard 10.2: Configure Automatic Anti-Malware Signature Updates 

Luigi’s should automatically update anti-malware signatures and other detection content. This 

Safeguard is important because signature-based tools must receive current threat information to 

identify known malware. Automatic updates reduce dependence on users manually maintaining 

protection before connecting their devices. Current signatures would increase the likelihood that 

PSL was detected when the laptop was inspected or connected. 

• Safeguard 10.6: Centrally Manage Anti-Malware Software 

Luigi’s should centrally monitor anti-malware protection status, policy compliance, detection 

versions, malware alerts, and unresolved issues. This Safeguard is important because the company 

needs visibility into whether connected devices have functioning and current malware protection. 

A device absent from the management console could be treated as unmanaged and placed into 

quarantine. Central management would have made the personal laptop’s missing protections 

immediately apparent. 

• Safeguard 10.7: Use Behavior-Based Anti-Malware Software 

Luigi’s should use security software that detects suspicious endpoint behavior in addition to 

known malware signatures. This Safeguard is important because attackers can modify malware 

so that it no longer matches an existing signature. Behavior-based protection could identify 

command-and-control callbacks, internal scanning, unusual compression, and suspicious process 

activity. These actions could have generated alerts before the PSL malware was positively 

identified. 

 

CIS Control 12: Network Infrastructure Management 

• Safeguard 12.2: Establish and Maintain a Secure Network Architecture 

Luigi’s should design its network around segmentation, least privilege, controlled trust 

boundaries, resilience, and availability. This Safeguard is important because the network allowed 

a personal wireless device to access a server containing sensitive information. The environment 
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should be divided into guest, personal-device, employee, server, management, and restricted-data 

zones. Communication between those zones should be denied unless Luigi’s documents and 

approves a legitimate business requirement. 

• Safeguard 12.5: Centralize Network Authentication, Authorization, and Auditing 

Luigi’s should centrally authenticate and authorize users and devices before granting access to 

trusted network resources. This Safeguard is important because receiving an IP address should 

not automatically make an unknown device trusted. Authorization policies could place 

unrecognized devices into a guest network while audit records identify who connected and when. 

This process would have denied or substantially limited the personal laptop’s access to internal 

systems. 

• Safeguard 12.6: Use Secure Network Management and Communication Protocols 

Luigi’s should use secure network technologies such as 802.1X and WPA2-Enterprise or stronger 

alternatives. This Safeguard is important because enterprise wireless security can require users 

and devices to authenticate before receiving trusted access. Luigi’s could use individual identities, 

certificates, and centralized authorization to distinguish corporate assets from unknown personal 

equipment. The infected laptop could then be rejected or assigned only to an isolated guest 

network. 

 

CIS Control 13: Network Monitoring and Defense 

• Safeguard 13.1: Centralize Security Event Alerting 

Luigi’s should centrally correlate security events from endpoints, servers, logs, network 

infrastructure, and monitoring tools. This Safeguard is important because the NOC observed 

individual indicators but did not combine them into a clear security incident. A central platform 

could correlate a new DHCP client, internal scanning, anonymous FTP activity, and a large, 

encrypted transfer. The combined alert could have caused the NOC to isolate the device instead 

of opening a routine support ticket. 

• Safeguard 13.3: Deploy a Network Intrusion Detection Solution 

Luigi’s should monitor network traffic for attack signatures, scanning, command-and-control 

activity, and other suspicious behavior. This Safeguard is important because intrusion detection 

can identify malicious patterns without decrypting every transferred file. It may detect unusual 

FTP activity, internal service scans, known command-and-control indicators, or abnormal 

communication sequences. These alerts would have provided the NOC with additional evidence 

that the activity required immediate containment. 
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• Safeguard 13.4: Perform Traffic Filtering Between Network Segments 

Luigi’s should restrict communications between wireless, employee, guest, server, management, 

and sensitive-data network segments. This Safeguard is important because a device on the 

employee wireless network should not automatically reach a sensitive internal server. Rules could 

block FTP from wireless and guest networks while allowing approved systems to use a secure 

replacement service. This filtering would have stopped the compromised laptop from reaching 

the vulnerable FTP server. 

• Safeguard 13.6: Collect Network Traffic Flow Logs 

Luigi’s should collect network-flow information showing connection sources, destinations, ports, 

protocols, duration, and transfer volume. This Safeguard is important because flow records 

remain useful even when the contents of a connection are encrypted. Luigi’s could establish alerts 

for internal scanning and unusually large weekend transfers to new external destinations. This 

information would support rapid detection, investigation, and containment of the affected device. 

 

CIS Control 14: Security Awareness and Skills Training 

• Safeguard 14.1: Establish and Maintain a Security Awareness Program 

Luigi’s should provide recurring security-awareness training covering personal devices, corporate 

networks, sensitive information, and suspicious computer behavior. This Safeguard is important 

because employees need clear rules explaining that personal equipment must not connect without 

authorization and security verification. The training should also explain the consequences of 

introducing an infected device into the corporate environment. A recurring awareness program 

would reduce the likelihood of similar employee actions. 

• Safeguard 14.6: Train Workforce Members on Recognizing and Reporting Security Incidents 

Luigi’s should train employees to recognize suspicious device behavior and report it immediately 

through an approved process. This Safeguard is important because the employee noticed that the 

laptop was slow and behaving erratically. The employee did not recognize these symptoms as 

possible malware indicators and left the device connected throughout the three-day weekend. 

Faster recognition and reporting would have substantially reduced the amount of time available 

to the attacker. 

• Safeguard 14.9: Conduct Role-Specific Security Awareness and Skills Training 

Luigi’s should provide specialized security training to NOC analysts, help-desk technicians, 

desktop technicians, administrators, and incident responders. This Safeguard is important because 

each technical group has different responsibilities during a security incident. NOC analysts should 

understand that large unexplained encrypted transfers may justify containment, while help-desk 
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personnel should quickly determine device ownership and protection status. Role-specific 

training would improve technical decisions, evidence handling, and escalation throughout the 

incident. 

 

CIS Control 17: Incident Response Management 

• Safeguard 17.1: Designate Personnel to Manage Incident Handling 

Luigi’s should assign a primary incident coordinator and at least one backup with authority to 

manage security incidents. This Safeguard is important because the suspicious activity did not 

receive clear ownership during the holiday weekend. The coordinator could direct containment, 

investigation, communication, evidence preservation, and documentation. A backup would 

ensure that response leadership remained available outside normal business hours. 

• Safeguard 17.3: Establish and Maintain an Enterprise Process for Reporting Incidents 

Luigi’s should document how, when, and to whom employees must report suspected security 

incidents. This Safeguard is important because both the employee and the NOC needed clear 

reporting and escalation requirements. The process should identify the reporting timeframe, 

responsible contact, approved communication method, and minimum required information. 

Unexplained device behavior and unusually large, encrypted transfers should require immediate 

reporting rather than delayed ticket submission. 

• Safeguard 17.4: Establish and Maintain an Incident Response Process 

Luigi’s should establish procedures covering incident identification, communication, 

containment, investigation, evidence preservation, eradication, recovery, and legal obligations. 

This Safeguard is important because the organization’s response consisted of disconnected 

actions rather than a coordinated workflow. Responders should have immediately isolated the 

laptop, blocked the external destination, and restricted access to the FTP server. A formal 

response process would limit damage and ensure that important investigative and recovery steps 

were not missed. 

• Safeguard 17.5: Assign Key Roles and Responsibilities 

Luigi’s should assign incident-response responsibilities to information security, IT operations, 

legal counsel, executives, data owners, human resources, and communications personnel. This 

Safeguard is important because the stolen information affected several business functions beyond 

desktop support. The organization should define who approves containment, evaluates 

notification obligations, contacts affected parties, preserves evidence, and manages recovery. 

Assigned roles would reduce delays caused by uncertainty over authority and responsibility. 



Group 1 Case Study 7/20/2026 

 20 

• Safeguard 17.6: Define Mechanisms for Communicating During Incident Response 

Luigi’s should define primary and backup communication methods for both normal business 

hours and after-hours incidents. This Safeguard is important because the attack occurred before 

and during a three-day holiday weekend. The NOC needed reliable methods for reaching security 

personnel, managers, legal counsel, and system owners outside normal hours. Defined 

communication channels would have allowed responders to obtain decisions and assistance 

without waiting until Tuesday. 

• Safeguard 17.7: Conduct Routine Incident Response Exercises 

Luigi’s should periodically test its incident decisions, communication methods, escalation 

procedures, and response workflows. This Safeguard is important because exercises allow 

personnel to practice difficult decisions before an actual data breach occurs. Luigi’s could test a 

scenario involving an unmanaged device, encrypted traffic, internal scanning, and intellectual-

property theft. Weaknesses involving containment authority, after-hours communication, or team 

coordination could then be corrected before another incident. 

• Safeguard 17.8: Conduct Post-Incident Reviews 

Luigi’s should review completed incidents, document lessons learned, assign corrective actions, 

and verify that improvements are completed. This Safeguard is important because confiscating 

the laptop and closing the support ticket did not address every failure involved in the attack. The 

review should determine how the device connected, why anonymous FTP existed, why the traffic 

was not escalated, and which information was exposed. Corrective actions should receive 

responsible owners, completion deadlines, and evidence showing that the identified weaknesses 

were resolved. 


	Safeguards That Should Have Been Implemented
	1. CIS Control 1: Inventory and Control of Enterprise Assets
	• Safeguard 1.1: Establish and Maintain Detailed Enterprise Asset Inventory
	• Safeguard 1.2: Address Unauthorized Assets
	• Safeguard 1.3: Utilize an Active Discovery Tool
	• Safeguard 1.4: Use Dynamic Host Configuration Protocol Logging to Update Enterprise Asset Inventory
	2. CIS Control 3: Data Protection
	• Safeguard 3.1: Establish and Maintain a Data Management Process
	• Safeguard 3.2: Establish and Maintain a Data Inventory
	• Safeguard 3.3: Configure Data Access Control Lists
	• Safeguard 3.7: Establish and Maintain a Data Classification Scheme
	• Safeguard 3.12: Segment Data Processing and Storage Based on Sensitivity
	3. CIS Control 4: Secure Configuration of Enterprise Assets and Software
	• Safeguard 4.1: Establish and Maintain a Secure Configuration Process
	• Safeguard 4.2: Establish and Maintain a Secure Configuration Process for Network Infrastructure
	• Safeguard 4.4: Implement and Manage a Firewall on Servers
	• Safeguard 4.8: Uninstall or Disable Unnecessary Services on Enterprise Assets and Software
	4. CIS Control 6: Access Control Management
	• Safeguard 6.1: Establish an Access Granting Process
	• Safeguard 6.7: Centralize Access Control
	5. CIS Control 7: Continuous Vulnerability Management
	• Safeguard 7.1: Establish and Maintain a Vulnerability Management Process
	• Safeguard 7.2: Establish and Maintain a Remediation Process
	• Safeguard 7.5: Perform Automated Vulnerability Scans of Internal Enterprise Assets
	• Safeguard 7.7: Remediate Detected Vulnerabilities
	6. CIS Control 8: Audit Log Management
	• Safeguard 8.1: Establish and Maintain an Audit Log Management Process
	• Safeguard 8.2: Collect Audit Logs
	• Safeguard 8.6: Collect DNS Query Audit Logs
	• Safeguard 8.7: Collect URL Request Audit Logs
	• Safeguard 8.9: Centralize Audit Logs
	• Safeguard 8.11: Conduct Audit Log Reviews
	7. CIS Control 9: Email and Web Browser Protections
	• Safeguard 9.2: Use DNS Filtering Services
	• Safeguard 9.3: Maintain and Enforce Network-Based URL Filters
	8. CIS Control 10: Malware Defenses
	• Safeguard 10.1: Deploy and Maintain Anti-Malware Software
	• Safeguard 10.2: Configure Automatic Anti-Malware Signature Updates
	• Safeguard 10.6: Centrally Manage Anti-Malware Software
	• Safeguard 10.7: Use Behavior-Based Anti-Malware Software
	9. CIS Control 12: Network Infrastructure Management
	• Safeguard 12.2: Establish and Maintain a Secure Network Architecture
	• Safeguard 12.5: Centralize Network Authentication, Authorization, and Auditing
	• Safeguard 12.6: Use Secure Network Management and Communication Protocols
	10. CIS Control 13: Network Monitoring and Defense
	• Safeguard 13.1: Centralize Security Event Alerting
	• Safeguard 13.3: Deploy a Network Intrusion Detection Solution
	• Safeguard 13.4: Perform Traffic Filtering Between Network Segments
	• Safeguard 13.6: Collect Network Traffic Flow Logs
	11. CIS Control 14: Security Awareness and Skills Training
	• Safeguard 14.1: Establish and Maintain a Security Awareness Program
	• Safeguard 14.6: Train Workforce Members on Recognizing and Reporting Security Incidents
	• Safeguard 14.9: Conduct Role-Specific Security Awareness and Skills Training
	12. CIS Control 17: Incident Response Management
	• Safeguard 17.1: Designate Personnel to Manage Incident Handling
	• Safeguard 17.3: Establish and Maintain an Enterprise Process for Reporting Incidents
	• Safeguard 17.4: Establish and Maintain an Incident Response Process
	• Safeguard 17.5: Assign Key Roles and Responsibilities
	• Safeguard 17.6: Define Mechanisms for Communicating During Incident Response
	• Safeguard 17.7: Conduct Routine Incident Response Exercises
	• Safeguard 17.8: Conduct Post-Incident Reviews
	CIS Control 1: Inventory and Control of Enterprise Assets
	• Safeguard 1.1: Establish and Maintain Detailed Enterprise Asset Inventory
	• Safeguard 1.2: Address Unauthorized Assets
	• Safeguard 1.3: Utilize an Active Discovery Tool
	• Safeguard 1.4: Use Dynamic Host Configuration Protocol Logging to Update Enterprise Asset Inventory
	• Safeguard 3.1: Establish and Maintain a Data Management Process
	• Safeguard 3.2: Establish and Maintain a Data Inventory
	• Safeguard 3.3: Configure Data Access Control Lists
	Luigi’s should restrict file, application, and database permissions according to each user’s legitimate need to know. This Safeguard is important because the FTP server allowed an anonymous user to read and copy sensitive directories. Proper access co...
	• Safeguard 3.7: Establish and Maintain a Data Classification Scheme
	• Safeguard 3.12: Segment Data Processing and Storage Based on Sensitivity
	• Safeguard 4.1: Establish and Maintain a Secure Configuration Process
	• Safeguard 4.2: Establish and Maintain a Secure Configuration Process for Network Infrastructure
	• Safeguard 4.4: Implement and Manage a Firewall on Servers
	Luigi’s should use host-based or virtual firewalls to limit server connections to approved sources, ports, applications, and network segments. This Safeguard is important because the FTP server accepted a connection from an untrusted device on the wir...
	• Safeguard 4.8: Uninstall or Disable Unnecessary Services on Enterprise Assets and Software
	• Safeguard 6.1: Establish an Access Granting Process
	• Safeguard 6.7: Centralize Access Control
	• Safeguard 7.1: Establish and Maintain a Vulnerability Management Process
	• Safeguard 7.2: Establish and Maintain a Remediation Process
	• Safeguard 7.5: Perform Automated Vulnerability Scans of Internal Enterprise Assets
	• Safeguard 7.7: Remediate Detected Vulnerabilities
	• Safeguard 8.1: Establish and Maintain an Audit Log Management Process
	• Safeguard 8.2: Collect Audit Logs
	• Safeguard 8.6: Collect DNS Query Audit Logs
	• Safeguard 8.7: Collect URL Request Audit Logs
	• Safeguard 8.9: Centralize Audit Logs
	• Safeguard 8.11: Conduct Audit Log Reviews
	• Safeguard 9.2: Use DNS Filtering Services
	• Safeguard 9.3: Maintain and Enforce Network-Based URL Filters
	• Safeguard 10.1: Deploy and Maintain Anti-Malware Software

